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What is claimed is; 
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1. A method of processing/ first, second and third 
signals for use in a system having first, second, and 
third signal lines, comprising: 

generating, using a pfeeudo-random number generator, 
pseudo-random output values;. and 

changing, as a functa^onof at least one of said 
pseudo-random output v^ues, which ones of the first, 
second, and third sd/gnal/ lines are used to transmit the 
first, second and /third /signals. 

2, The method/of clairfi 1, fWrtheJr comprising 
modifying /at least/ one df the first, second or third 

signals, as a function /of s^id one pseudo-random output 
value, prior tio transmission of said one signal over one 
of said first, second, and /third signal lines. 



The methdd of clad.m 2, wherein the changing /and 



modifying step 
operation perf 
signals, the ma 
matrix coefficie^ 
pseudo- random out 



4. 



are pelrfofmed by aXmatrix multiplication 

first, second, and tmird 
rix mxiltiplication ope^K^^^iop^tilizing 
rated from a plurality of the 
^lues . 



ts g 



The method of cl 
wherein the firs 
couple a source devic: 
pseudo- random number 
source device, the mi 



aim 3 > 

t, second, and third signal lines 
e to a destination device, said 
generator contained within the 
thod further comprising: 
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operating the source device to communicate with the 
destination device so as t© establish a session key; and 

operating the pseudo-random number generator to 
generate said pseudo- random output values as a function 
of the established sessioii key. 



5. The method of claim .4, wherein the first, second, 
and third signals corresp<:>nd to color signals 
representing an image, ths method further comprising: 

utilizing a diff^rf*ent sfe^sion key for each line of 
an image that is ti^nsmitted. 



6. The method of claim 
information is t/ransmitt^d 
during a video planking 



5, wherein session key 

to the\ destination device 
riid. 



device includes an addit 
generator, the method fup 

operating the dest 
function of an\ output 
number generat 
modifying steps 



The method of claim! 4 , / \/herein the destination 

'ai pseudo- random number 
er\ comprising: 
Jn^t ion device to perform, as a 
he additional pseudo- random 
erse of^^th^ changing and 
by the source device to restore 



the first, second^ndr^t/hird signals to their original 
condition so as to yie^d restored first, second and third 
signals . 



1 8. The method of claim 7, wherein the first, second and 

2 third signals are anailog red, green and blue color video 

3 . signals, respectively, the source device is a computer 
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4 system display adapter, and thfe destination device is a 

5 computer monitor; the method further comprising: 

6 displaying, on a display screen included in the 

7 destination device, an image /represented by restored 

8 first, second and third color video signals. 
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9. The method of claim 1, /wherein the first, second and 
third signal lines coupl^--a4-ex^rce device to a 
destination device, s^id pseudo-^ndom number, generator 
being included in yChe sourcje device, the method further 
comprising: 

operating t^he source c4evj.ce to\ communicate with the 
destination device to establifsh a session key; and 

operating/ the pseudo- cahdom number generator to 



generate said 
of the establi 



pseudo -randoTi/putput values as a function 
shed session 



10. The method of claim 9,1 wherein the method further 
comprises, prior to establlshirig a session key: 

operating \the source! device^ to request 
■ identification ^nformatiqrV from tt^e destinatiqrf device; 
and 

if the identlficatij^n information is received from 
the display device Xdg:fe^rmining from the identification 
information, if the destination device is an encryption 
capable device. 
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11. The method of claim 10, further comprising: 



. if no ident 
a preselected period 



fication information is received in 
f time after requesting 



identification information, restricting the output of the 
source device over the first , /second. and third lines to 
unencrypted video signals which are not subject, to 
restrictions prohibiting thed/r transmission in 
unencrypted form over analog/ transmission lines, the 
unencrypted video signals bqfing fourth, fifth and sixth 
video signals. 



12. The method of claijn^iqf, wheresin the identification 
information received /from tihe destination device includes 
a digital certificace confirming identify of the 
destination device if the pestinatiori device is an 
encryption capable device; and wherein determining if the 



destination devi 
includes the act 



information to determine If s, 



ce is an encryption capable device 



of checking 



e received identification 
id received identification 



information includes said diciital certificate 
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The method df claim 



a display adapter! the methjod further comprising.: 



storing session keys 
the display adapter\ and 
limiting export of 



LI J wherein the source device is 



ised to^ncrypt video data on 



ideo data subj( 



:o copy 



constraints to video data that is in encrypted form. 



14. The method of claim 13, further comprising; 

interfacing with ejlectronics devices though a 1394 
interface . 



15. A method of generating encrypted analog first, 
second and third signals (R' , G' , B' , respectively) from 
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first, second, and third analog input signals (R, G, B, 
respectively) the mathod comprising: 

pseudo- randomly generating at least one of. a 
plurality of matrixjcoef f icients, ai, a2, as, bi, ba, h^, 

Ci, C2, C3; 

using an encryption circuit to perform a matrix 
multiplication opeiiation to generate the encrypted analog 
first, second, a^drftliir^N^ignals , according to the 
following equa^ioni 

biG + CiB 
2R + b2G + C2B 



16 



The/ method o 



+ C3B , 



coef f ic:. 
coef f ic L 
same and 



ents are 
ents ai, t 
one valuer 



im 15, whesrein the matrix 
ated suet/ that the set of matrix 
1 include two values which are the 



coef f icii^nts are 

the se 
include twQ vaj>ue 
is different; anc 
the set 

include two value; 

I 

is different 



triat is different. 



17. The method of cj^aim\16, wherein the matrix 

E\Xrther generated such that : 

:s a2/ b2, C2 
;s which are the same and one value that 



of matri^Kooef f icij 



of matrix coefficients a^, ba, C3 
s which are the same and one value that 



1 
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18. The method of claim 17, wherein the matrix 
coefficients are further generated such that: 
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the set of matrix Jboef f icients ai, a2, as 
include two values which are/ the same and one value that 
is different; 

the set of vt^riU coe'^f icients bi, h2, 
include two values which aire the\ same and one value that 
is different; and 

the set /of 
include two valu 
is different. 




coefficients Ci, C2, C3 
5 the same and one value that 



19. The method o^ cl^m 16, wl^rein the two values which 
are the same are posiltive values and the value which is 
different is a negative value. 
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20. The method of claim is/wherein the matrix 
coefficients are generated^ such that each of the R' , G' 
and B' signals will be tme product of summing two signals 
in the set of analog s/gnals R, G, B and subtracting one 
of the signals in th^e set of analog signals R, G, B. 

21. The method of claim IsVwherein the matrix 
multiplication operation^.ia6Q.udes the acts of: 

performing analog multiplication operations to 
multiply the R, G, ar/d B pignals by the coefficients ai, 
bi/ Ci, respectively. 



22. The method of q: 
and third signals c 
signals, respectively 




he first, second 
green and blue video 



• 
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1 23. The method of claim 22 performed by a source device 

2 and further comprising: 

3 communicating with a desfetination device to establish 

4 a content encryption key to /be used as an input to the 

5 pseudo-random number generator. 

1 24. The method of claim 26, further comprising: 

2 using a diff^emt content encryption key when 

3 encrypting portions yOf thk first, second and third video 

4 signals which correspond /to different lines of an image. 



1 P "s 



multipMcat: 



1 25. A communication met 

2 using ia pseudd 

3 generate output values;/ aiid 

4 modifying 

5 performing a matrix 

6 utilizing matrix co 

7 least one of the 

8 modified first, sfecon<J 

9 analog signals so 

10 encrypted analog 

11 transmi 

12 encrypted analog 



;ing the steps of: 
-random number generator to 



fii^stA second and third signals, by 
. operation thereon 
which are a function of at 



f fflcd en 



eudo-randorft output values, the 



id thi] 
:o/define fir 
and 



/ 

ignals being encrypted 
©e^nd and third 



the first, second and third 
lals to a destination device. 



26. The method of claim 19, wherein the matrix 
coefficients correspond to. a 3x3 array of matrix 



coefficients , each 
coefficients of the 
different value. 



row of coefficients including two 
same value and one coefficient of a 



27. The method of clainy 26, wherein the two coefficients 
of the same value are positive valued coefficients and 
the one coefficient of Ja different value is a negative 
value coefficient . 



28, The method of/claij 
multiplication Qt)erat/ 
perf Germing/ a 



25, wherein the matrix 
includes the act of: 



multiplication operati/Dns 



29. The method of / cla 
multiplication op^^^atiori 
per 



plurality of analog signal 




the matrix 
er includes the act of: 
ing a plurality of analog signal 



addition operations. 



30. The method of claim 2f5, wherein said matrix 
multiplication involves /humming an integer multiple of 
two of the first, seco/d and third signals and 
subtracting an integet multiple of another one of said 
first second and thi/rd signals to produce the first 
encrypted analog s: 



/gnal 



31. The method of claim 25, /further comprising: 



establishing an encryp 
device; and 

using the encrypt i 
pseudo- random number g< 
output value being ge 
encryption key. 

32. The method of cl 




with the destination 

as an ^Lnput to the 
)r, said one pseudo- random 
[as a function of the 



oomprismg : 



operating the destinatibn device to decrypt the 
first, second and third encifypted analog signals 
utilizing the encryption ke^ 

33. The method of claim 321, wherein operating the 
destination device to decr^t the first, second and third 
encrypted analog signals comprises the act of . performing 
a matrix multiplication operation on the first, second 
and third encrypted analog/ signals utilizing matrix 
coefficients generated from said at least one 

pseudo- random output value. 

34. The method of x^laim B3, wh^ein the source device is 
a display adapter/; the defstinatiofi device is a display 
device, and the /first, second and third signals are red, 
green and blue /video signals, respectively. 

35. A computer readable medium comprising: 
computer executable iA^ructions for controlling a 

computer device to perform tne steps of: 

operating a pseudo- random number generator to 
generate a pseudo- random output\yalue ; and 

modifying &dJr St , second^^d thi^ signals, by 
performing a matrix miiltiplication operation thereon 
utilizing matrix coefficients at least one of which is a 
function of the pseudo-random number output value so as 
to define first, second and third encrypted analog 
signals; and 

transmitting the first, second and third 
encrypted analog sicnals to a destination device, 



V 
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1 36. A device, comprasing : 

2 a video signal /encryption circuit for encrypting, in 

3 response to a pseudp- random number, red/ green and blue 

4 video signals and nor producing first,, second and third 

5 analog encrypted video signals; 

6 a pseudo- random number generator circuit, coupled to 

7 the video signal CTicryption circuit, for producing the 

8 pseudo-random numoer value; and 

9 an input/output interface for outputting. the first, 
10 second and third ^norypted analog video signals. 
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37. The de^rice qf claim\36, further comprising means for 
communicating witjn a aest^nation device for establishing 
a session/ Key to|be used 5or encrypting and decrypting 
the red, green ahd blue analog encrypted video signals. 
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itidnal input/ 



ssor 



The 

vidi 

video sigi^als; 
an a 

the video ^roc^ssor 
compliant b 

a conte 
decrypting inf 
compliant bus. 



of claim 3i 



further comprising, 
vrcuitry for processing received 

output interface for coupling 
:o a sVstem bus and a^ IEEE 13 94 



and 

:iph 



r subsystem for encrypting and 
ion communicated over the IEEE 1394 



means for 
data, subject 



The devic€5 of claim 36, further comprising: 
a physical -ly secure non-volatile memory device for 
storing encryption keys; and 

limiting export from the device of video 
o copy restrictions, received in encrypted 



form over 
encrypt 
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EEE 13 94 bus to video data that is in an 



'40. The device of claim 39, wtterein the video signal 
encryption circuit comprises a/ matrix multiplier for 
performing a matrix multiplication operation on the red, 
green and blue video signals 
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41. A method of decrypting ehcrypted analog signals 
including the steps of: 

generating a first decrypted analog signal from 
a first pair of encrypted analog signals by: 

summing the two encrypted analog 
signals in the first pair of analog signals to 
produce a first sun; and 

dividing the first sum by a first 
value to produce a first decrypted analog 
signal 



42. The method of claim 41, 

generating a 



further comprising: 
second decrypted analog 



signal from a second pair of encrypted analog signals by: 

summing the two encrypted analog 
signals in the second pair of analog signals to 
produce a second/ sum; and 

dividing the second sum by a second 
value to producq a second decrypted analog 
signal. 



43. The method of claim 4 



2, further comprising; 
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2 generating a third decrypted analog signal 

3 from a third pair of encrypted aiialog signals by: 

4 summing the two encrypted analog 

5 signals in the third pair of analog signals to 

6 produce a third sum; /and 

7 dividing tpe third sum by a third 

8 value to produce a nhird decrypted analog 

9 signal. / 

1 44. The method of claim 43, /wherein the first, second 

2 and third values are the same. 

1 45. The method of claim 44,/ wherein the first, second 

2 and third values are integer multiples of 2. 

1 46. The method of claim 44/, further comprising the step 

2 of : I 

3 periodically changing the value used for the 

4 first, second and third values as a function of the 

5 output of a pseudo random number generator. 

1 47. The method of claim 41, further comprising: 

2 comparing value/s in first and second rows of 

3 values to identify a first column of values in which the 

4 first and second rows of /values include the same value; 

5 and / 

6 controlling which one of a plurality of output 

7 lines the first decrypted analog signal is transmitted on 

8 as a function of the identified column of values . 

1 48. The method of claim 43, further comprising: 

.1 
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2 comparing values injfirst and second rows of 

3 values to identify a first column in which the first and 

4 second rows of values include/ the same value; 

5 comparing values in second and third rows of 

6 values to identify a second <iolumn in which the second 

7 and third rows of values include the same value, the 

8 second column being different than said first column; 

9 and / 

10 controlling whichf one of a plurality of output 

11 lines the first decrypted analog signal is transmitted on 

12 as a function of the identified first column and which 

13 one of the plurality of ouftput lines the second decrypted 

14 analog signal is transmittted on as a function of the 

15 identified second column, /the first and second decrypted 

16 analog signals being transmitted on different output 

17 lines, I 

1 49. The method of claim! 48, wherein the first and second 

2 rows of values are first/ and second rows of values 

3 included in a permutation matrix used to encrypt the 
4- analog signals includedl in the first pair of signals. 

1 50. The method of clailm 48, further comprising: 

2 comparing values in a third row of values and 

3 said first row of values to identify a third column in 

4 which the third and fiJrst rows of values include the same 

5 value; / . 

6 and . / 

7 controllingj which one of a plurality of output 

8 lines the third decrypted analog signal is transmitted on 

9 as a function of the identified third column, the third 



• # 
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10 decrypted analog signal being transmitted on a different 

11 output line from said first and second decrypted analog 

12 signals. 



1 51. The method of claim 49, wherein the first and second 

2 rows of values are first and second rows of values 
3' included in a permutation matrix used to encrypt the 

4 analog signals includep in the first pair of signals; 

5 wherein th^ second and third rows of values 

6 are second and third i'ows of values included in said 

7 permutation matrix; alhd 

8 .wherein tlie third and first rows of values are 

9 third and first rows/ of values included in said 
10 permutation matrix. 
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52. The method of dlaim 48, 

wherein tne first, second and third decrypted 
analog signals are fed, green and blue analog video 
signals; and 

wherein t|he plurality of output lines include 



red, green and blue 
display device. 



output lines which are coupled to a 



1 .53. A method of generating ari encrypted analog signal 

2 from at least two of a fjrfst /analog input signal, a 

3 second analog input signal,/ and a third analog input 

4 signal, the method cjomprifiilig : 

5 pseudo- randomly generating an encryption value; 

6 multiplying a/firsnfe: oneVof sai^z first, second, and 

7 third analog input Viwials withr-i^aid encryption value to 

8 produce a multiplied/signal; and 



combining said/ multiplied signal with at least 
a second signal gener^rad from a second one of said 
first, second, anc^/thYrq analog input signals to produce 



said encrypted arialo 



/signal 



/ 



54. The method i of /^:iaim 53, wherein said multiplying and 
said combining are? perftrrtfied as part of a matrix 
multiplication ofiferation. 



55. The method of claim 53, wherein said encryption 
value is a matrix coefficzient and wherein said matrix 
multiplication operatic^ is performed using analog 
multipliers . 



